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Abstract 
In order to develop a multi-tenant web application, developer has to follow certain standards to enable multi-tenancy. Multi-
Tenant Web Framework (MWF) provides standard set of components and utilities that expedites the process of developing multi-
tenant functionalities and converts an ordinary web application in to an multi-tenant enabled application. MWF consist of 
features that include authentication, authorization, tenant tracking, application platform controller and securing tenant data in 
shared schema. 




Today with the advent of outsourcing and growing desire to reduce operational costs, Cloud has been identified as 
primary among the green initiatives across all IT organizations. However, Cloud’s computing initiatives alone are 
often proven to act as a major cost saving factor. 
Over the time we have seen some drastic changes in software delivery model: from thick client   applications to web 
based applications and from distributed to service oriented architecture. All these changes made business process 
execution simple and efficient [1]. Old software delivery model are replaced due to the fact that either the earlier 
delivery model were outdated with business needs or with new technologies. Cloud computing is a new computing 
model, which provides answer to exponential rise of processing power of high-end servers and virtualization. The 
various types of services available as parts of cloud are   Software As A Service (SAAS), Platform As A Service 
(ICCC-2015)
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(PAAS) and Infrastructure As A Service (IAAS). SAAS is a deployment model that lets service provider hosts the 
web application remotely in the internet and services the web application to one or more clients [2]. This model is 
used to reduce the deployment cost of web application in the aspect of hardware cum software upgrades. 
Multi-Tenant Web Framework (MWF) enables easy transformation of any single-tenant, web based application into 
a fully multi-tenant one and provides add-on services like authentication, authorization based page view, tenant 
tracking, application platform controller and tenant data security.  Enabling multi-tenancy using MWF will reduce 
the cost of development and deployment efforts. The resultant Multi-Tenant solution can operate on wide range of 
operating systems, application servers and databases. It is easily portable across private, public or hybrid clouds [3]. 
 
2. Design and development of multi-tenant web framework (MWF) 
MWF enables insertion of layer of functionalities in a loosely coupled manner and thereby promotes easy 
development of web application with multi-tenancy. By using the components in the Multi-Tenant Web Framework 
(MWF) an application can be instantly converted in to a multi-tenant web application. Following are service 
components   provided by MWF. 
 
 Tenant Filter 
 Tenant Configuration 
 Tenant Key Store 
 Tenant Authentication 
 Tenant Authorization 
 Tenant Context 
 Application Platform Controller 
 Tenant Tracking 
 Tenant Data Security 
 
Fig.1. Architecture flow of Multi-Tenant Web  Framework (MWF) for enabling multi-tenancy. 
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2.1. Tenant Filter 
Tenant Filter is a primary request handler filter in the framework which is mainly responsible for filtering the tenant 
identifier from tenant request.Besides filtering the identity of tenant ,it also provides the following capabilities 
 Request Validation and Authentication 
 Request Routing  
 Logging Response Time 
     Tenant filter validates each tenant request for authenticity failing which the request is redirected to login 
page.Once authentication succeeds, it routes the tenant to request site based on the  authorization rules which 
restricts access to site or functionality.Tenant authorization is mainly controlled by attributed based tenant 
authentication technique which provides seamless integration of authorization  with external application and  
effectively supports handling  large number of users in the applicatio. It also logs the response time of each request 
for tracking and maintenance of tenant response  SLA(Service Level Agreement) 
2.2. Tenant Configuration 
    MWF allows application deployer  to configure a tenant using tenant configuration file . Tenant configuration file  
is an xml file type with file name containing tenant name as prefix prescribed in the following format  “  <tenant-
name>-config.xml “.MWF uses the tenant configuration template to setup the tenant keystore for tenant specific 
encrypt and decrypt key, tenant file share location, tenant’s user and authorization configuration to access the 
application, tenant SLA, tenant user interface configuration and tenant service configuration through authorization. 
Below is the tenant configuration template used by MWF  
<tenant-config> 
    <tenant-id>  </tenant-id> 
    <tenant-name> </tenant-name> 
     <tenant-ui-config> 
         <tenant-logo>  logo name</tenant-logo> 
        <tenant-theme> theme name</tenant-theme> 
     </tenant-ui-config> 
    <tenant-response-SLA> </tenant-response-SLA> 
     <tracking> <track> 
 <url> </url> 
  <custom-variable> 
        <name>custom1</name> 
                      <param-name> </param-name> 
   <type> parameter type(request/response) </type> 
 </custom-variable> 
             </track </tracking </tenant-config> 
2.3. Tenant Key Store 
In a Multi-Tenant platform, application resources are widely shared to all tenants hence protection of tenant data is  
vital and critical. Tenant key store technique is used to encrypt the tenant password, tenant authorization and 
securing tenant data. This consist of a fine-tuned mechanism to mandate dual process flow for encryption and 
decryption where in the first step data is encrypted by tenant specific key resulting in cipher text output which is 
further encrypted by tenant specific encrypted key. The same process flow is applied during decryption. It also 
provides powerful mechanism for secure search of tenant data by allowing users to search without decryption and 
displays results of matches in encrypted mode. Tenant Key Store technique is mainly derived from polynomial 
algorithm and has four stages. 
 







      It takes the prime P and generates two values e and d,such that e,d=e.d=1(modΦ(P)). 
DistributeUKeys (e,d,P) –Generate random values, Uki, which are co-prime to Φ(P) = P-1 and Uki≠e or d. 
Distribute Uki to individual users as their secret keys. 
GenerateAgentKeys (Ukie,d)– For the given Uki, which belongs to user i, compute (ei,di) such that Uki.ei= 
e(modΦ(P)) and Uki.di= d(modΦ(P)). Store these values for the ith user in the administrator-privileged location.  
  
Encrypt (M) 
It encrypts the data at the user end with his Uki and in Agent with ei. 
EncryptByUser(M, Uki)–User i encrypts the data M with his key Uki as C’  = MUki(mod P). 
EncryptByAgent(C’, ei)– The Agent computes the final ciphertext as C = C’ei(mod P). 
 
Decrypt (C) 
 It decrypts the data at the user end with his Uki and in Agent with di. 
DecryptByAgent (C, di) – The Agent computes C’ = Cdi(mod P). 
DecryptByUser(C’, Uki) – The user computes his data value M using M = C’Uki (mod P). 
 
Search (W)  
 The user encrypts his search keyword w, using C* = Encrypt(W) and these encrypted text will be matched with 
stored data in database. Following table represents the key store model. 
2.4. Tenant Authentication 
     Tenant filter validates the tenant request and routes the request to login page for tenant authentication, if request 
is not authenticated. Multi-Tenant Web Framework (MWF) has tenant authentication filter (TAF) which is used to 
authenticate the tenant’s login request. TAF retrieves tenant key store value to encrypt the submitted user password 
and match with the registered tenant password. This password verification is performed in an encryption mode 
without decrypting the tenant password. Once tenant is successfully authenticated tenant’s session-oriented 
authentication token will be created and this token is added into tenant context for further request process. The 
created tenant session token is stored in Distributed Tenant Session (DTS) context, which is used to restrict multiple 
login for same user. DTS context is a key value pair of distributed session management for tenant. DTS context 
internally stores the combination of tenant id cum tenant’s user id as key and session id as value in the context.  
2.5. Tenant Authorization 
Tenant Authorization (TA) authorizes the tenant to access the application services .MWF supports attribute based 
authorization in which each service has attribute defined for authorization and access to the service is provided by 
their corresponding service URL [4].  For ease of  access, attributes  
are grouped and assigned to the user. This group is called as access group. Following are the attribute types. 
 Service Attribute 
 File Attribute 
 
Service Attribute 
Service attribute allows user to access service URL of assigned services specified in the attribute and provides 
complete access of service to the user.  
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File Attribute 
File Attribute consists of file or folder specific access rights or both and mainly used for manipulation of file in the 
application. File attribute has the access rights that include read, write, delete and execute. By default, read access 
right is provided which takes precedence over folder access rights in the system 
 
 Access group is a collection of one or more service and file attributes. It is assigned to tenant for accessing the 
service and facilitates file manipulation in the application. Using access group, administrator can easily grant or 
revoke the access to the users. In multi-tenant web framework, application administrator is the super user 
responsible for creating groups and tenant admins. Tenant admins has privilege to create tenant specific groups 
based on main groups, which is granted to tenant by application administrator [5]. Below are the configuration steps 
to transform a tenant in to authorization-enabled mode. 
 
 Application administrator is allowed to define the attributes of services and file(s). 
 Service URL and File can be mapped to service attribute and file attribute respectively 
 Attributes are further mapped to groups. 
 Application administrator creates main groups which can be mapped to tenant Administrator 
 Tenant Administrator can create tenant specific groups which are internally mapped to tenant users 
 Distinctive attribute overrides group privileges and can be used to grant or revoke access rights from the 
group by the administrator without group modification. 
 Once user is authenticated, user authorization details are fetched and added in to the tenant context. MWF uses 
access verifier to verify the service attributes and grants access to the service.  
 
Authorizing User to Access Service  
 
In multi-tenant application, each web page has multiple services and these services are mapped to service URLs. 
Once user is authenticated, auth-token and tenant authorization object are generated and stored in tenant context by 
MWF. For accessing each service in the application, user should have access permission for the corresponding 
service(s) whose information is stored in tenant authorization object. Each service in the web page is verified by 
service verifier based on service URL. If the user has access to the service URL through tenant authorization object 
service verifier grants access to the service in the web page failing which the access stands disabled.  
 
Mathematical model for Tenant Authorization 
 
Service Attribute (AS) ={ AS1, AS2, AS3….. ASn, ASn+1…} 
File Attribute (AF) ={ AF1, AF2, AF3….. AFn, AFn+1…} 
 
Attribute Collection (AC)= { AS, AF} 
 
Access Group (AGI) = { AS1, AF1,…} 
 
Access groups are sub set of Attribute Collection Set 
                 AGI ÆN subset of AC 
 
User Authorization Collection (UAC) for User1 
UACUSER1 = { AG1 U AG2 U AG3….} 
 
Granting additional access to User1 by Access Group (AG) 
UACUSER1 = { UACUSER1 U AGn } 
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Granting additional access to User1 by Access Group (AG) 
UACUSER1 = { UACUSER1 U AGn } 
 
Granting additional access to User1 by Service/File    Attribute 
UACUSER1 = { UACUSER1 U ASn U AFn } 
 
Revoking Access group from User1 Access 
UACUSER1 = { UACUSER1 - AGn } 
 
Revoking Service/File Attribute from User1 Access 
UACUSER1 = { UACUSER1 - ASn } 
UACUSER1 = { UACUSER1 – AFn } 
 
Service Verification (SV) for User access 
SV =  FN( Service URL, UACUSER1) 
2.6. Tenant Context 
     Tenant Context mainly stores the user information of tenant that includes auth-token and tenant authorization 
object. It contains HOST-ID, which is used for secure file access from shared file server. Shared File Server is used 
to share multiple tenants to store their files. These file(s) are accessed based on tenant user permission assigned and 
authentication from file server. Using HOST-ID, the file server will enable access to tenant user. Below is the 
formula used to derive HOST-ID. 
 
HOST-ID = SHA-1(User-ID + Tenant-ID+ dynamic token) 
 
Fig.2. Client Server Key Compromise 
Tbk  : Tenant Key 
Tek  : Tenant Encrypt Key 
Key Compromise 
Multi-Tenant Web Framework (MWF) has the file access client, which is used to connect file server. File server has 
File share Agent of multi-tenant web framework and it act as server. Based on figure 6 the working methodology of 
key compromise is explained below. 
  For connecting the server, client sends the tenant-id, user-id,auth-token to server. Server will validate the 
auth-token and generate the dynamic unique token. The generated unique token is encrypted by tenant’s 
two-way encryption key, which is further send to client’s key compromise. 
 Client will receive the encrypted token and uses the auth-token to fetch two level tenant decrypted keys for 
decrypting the token. Once token is decrypted, It uses one way hash function to generate Host-ID which is 
further sent to the server for the next key compromise.  
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 Server will match the sent Host-ID and compromise the request thereby allowing the user(s) to access the 
requested file. 
 After key compromise succeeds, server creates and manage symbolic link with access levels of requested 
file and shares the link to the user. 
 
MWF initiates communicate with file server for accessing the file based on the Host-ID, which is generated every 
nth minute for secured transaction. 
 
Shared File server Configuration 
 
 Through Tenant configuration in the application, tenant specific base shared folder is created in the file 
server. For securing the file in server, file is encrypted by tenant’s two level encrypted keys, which allow 
encryption-based search of keywords in files without decrypting the file. The tenant’s base level folder is hidden by 
symbolic link and mapped to the tenant configuration [6].  The requested file is shared by symbolic reference, so it 
has two levels for symbolic link reference for file sharing. These links are mapped to token and managed by Token 
manager in the file server.  This token will change in every 30 minutes and key compromise happens with the client 
again automatically. Below is the sample file-sharing configuration. 
 
Tenant based folder: ->  /tmp/file-share/tenant-name 
Slink{/tenant-name}  - > Symbolic-link {/tmp/file-share/tenant-name} 
Slink{file-name} - > Symbolic-link {/tenant-name/file1.txt} 
Slink{file-name} - > Shared to client for file processing. 
 
Fig.3. User file access in file server 
Token Manager 
 
Token Manager is mainly responsible for managing the tokens created on file access from the file server. This token 
is used for file’s symbolic link reference for accessing the file. Token Manager also encrypts the dynamic token, 
tenant base folder, symbolic link of user file and base folder link by tenant’s two level encryption key and persist it  
 
Keyword Search 
         Multi-Tenant Web Framework (MWF) provides ability to search data using keywords in encrypted mode. 
MWF’s enhanced security feature helps user to search the tenant data in a secured environment. 
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Fig.4. Flow diagram of keyword search 
Below  steps explains the keyword search operational flow in Multi-Tenant Web Framework (MWF). 
 User inputs the keyword to be searched from the server in the UI  
 Application client and file server key compromise each other for performing keyword search. Once key is 
compromised, the file server is enabled with keyword search. 
 Tenant’s two level encrypted keys encrypt user keyword with support of tenant key-store. 
 These encrypted key words are used to search in encrypted file(s) in file server. 
 While searching, matched files are indexed and result details are sent back to client as search result. 
 
2.7. Application Platform Controller 
     Multi-Tenant Web Framework (MWF) has application platform controller mainly used to manage user’s 
response time of the application. Tenant Configuration SLA defines the response time and maps the same to 
platform controller. Platform Controller manages and tracks user response and processing time. [9][10]. It also 
creates or adds cluster and machine on demand based on load in the system. It has options to create the cluster and 
to add and remove machines into the cluster via cluster configuration service. Using percentile technique, platform 
controller defines the threshold value required to monitor the cluster performance, predicts SLA breaches and 
prevents SLA violations [11]. MWF has platform agent, which captures the deployed system’s resource information 
like application heap usages, CPU, memory, network and tenant response time [12]. The platform controller 
manages the following resource computations. 
 Cluster resource utilization 
 Cluster response time SLA 
 System failure 
 Dynamic allocation and removal of system in the cluster 
 
Design and Technique 
 
         Platform Controller manages the clusters and handles system failure. When the active system in the cluster 
goes down then controller automatically probes for a new system and activates it. The controller can be manually 
configured to allow single or multiple systems to be part of the cluster. It also adds the system into cluster based on 
SLA breach predictions, resource utilization increase and system failure in the cluster. Following is the percentile 
threshold value for performance and SLA breach prediction. Let’s read the page view SLA response time from 
tenant configuration and using percentile approach to find the P75, P85, P90 and P95 threshold value from tenant 
response time. To read the each system’s response time from cluster to find the mean time using below formula. 
 
                                                         U=(1/N * Sum(Xi=1 to N))     
 (1) 
 
 U : Mean of response time of Cluster 
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 Xi  : Response time of Nth System in the cluster 
 
 Prediction Rage is defined using mean time and percentile value.  The following is the SLA breach prediction range 
for SLA response time. Let T R S P   is the tenant’s minimum page view response time.   
P75 = (T R S P   * 75/100) 
 
P85 = (T R S P   * 85/100) 
 
P90 = (T R S P   * 90/100) 
 
P95 = (T R S P   * 95/100) 
 
P 75 :  75 Percentage of Tenant Response 
T R S P  :  Tenant SLA Response 
 
Prediction will be detected using the below condition and duration is calculated for each condition.  
 
0 <  U < P75   =  Normal 
 
P75 < U <  P85 = Above Normal 
 
P85 < U < P90 = Near to Breach 
 
P90 < U < P95 = Breach prediction 
 
Breach is predicted when duration crosses third stage (near to breach) and enters fourth stage. This way platform 
controller deploys another web instance from configured systems in the cluster and adds into the service cluster for 
handling the SLA response time. Below formula is used to find cluster resource utilization and deviation. 
 
  C U LZ  = { S 1U LZ , S 2U LZ , S 3U LZ  …….. SNU L Z  } 
       U U LZ  = (1/N * S um(S i=1 to N))     
   (2) 
      C S TD   = S qrt( 1/N * S um( (S i=1 to N – U U LZ )^2 ))   
   (3) 
    Max_deviation (d) =  Max(C U LZ   - C S TD) 
 
 C U LZ    : Cluster Utilization  
 S 1U LZ  : System Utilization   
 U U LZ   : Mean of Cluster Utilization 
 C S TD   : Cluster Utilization Standard deviation 
 d : Max deviation of user load in the cluster 
 
The max deviation (d) should be below range, if it greater than one then controller would connect the load balancer 
to manage the user load. 
0 < d < 1 
 
Using the above percentile technique, resource utilization can be measured and decision on resource allocation or 
removal will be taken by the platform controller. For percentile, resource threshold value (R TH D) would be set for 
calculation. R TH D  value is 60% of resource utilization threshold. For example, if means of resource utilization 
increases the P90 percentile then platform controller will decide to deploy new system to reduce the resource 
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utilization to handle user load and maintain the response time SLA. 
 
2.8. Tenant Tracking 
    Multi-Tenant Web Framework (MWF) supports tenant tracking mechanism. Tenant tracking utility monitors the 
web page browsed and persists the detailed information in a log file .MWF has user tracking filter which reads the 
tenant information like user header, cookies, session, IP address, upload and download data size, page content size 
and custom variable value from tenant request and response [13][14]. It stores the read value-using user tracking 
filter in a log file. Tenant tracking also allows custom variable tracking from each web page. Custom variable is a 
predefined variable name such as custom1, custom2 etc. where in each variable has specific use and it is used to 
track specific value from web page.  Tenant tracking allows unlimited custom variable tracking in the application. 
This tenant-tracking log is used for metering (billing) the tenant usage in the application and helps to track the user 
behavior in the application. This approach tracks only the login user and not for WebCrawler request, thereby avoids 
unnecessary logging of data. Following is the custom- variable setup for tracking in tenant configuration 
 
<tracking> 
    <track> 
       <url>xx/user-track </url> 
       <custom-variable> 
 <name>custom1</name> 
 <param-name>user-name </param-name> 
 <type> request </type> 
      </custom-variable> 
      <custom-variable> 
 <name>custom2</name> 
              <param-name> salary</param-name> 
 <type> response</type> 
      </custom-variable> 
   </track> </tracking> 
2.9. Tenant Data Security 
Multi-tenant application can use the shared database and schema to store the tenant data. MWF provides the tenant 
data security option in order to secure the tenant data in the shared database or schema [7][8]. It supports the column 
level encryption and encryption based value match without decryption. MWF uses tenant key store to retrieve the 
tenant encrypt key to encrypt the search data and matches the encrypt value. Framework has utility functions to 
encrypt, decrypt and match the value and these functions connects tenant key store to get two level keys for 
encryption and decryption. The application developer can use this utility function to encrypt the column data based 
on user’s tenant encrypt key, so only that tenant’s users can decrypt the value using their decrypt key otherwise 
decrypt function returns wrong values. The following query’s shows encrypt, decrypt and match column value in the 
schema table. 
 
Inserting encrypted column value 
  String sql= “Insert into emp(empno, empname, sal) values(10,’emp1’, ” + mwf.encrypt(empsal)   +” );” 
 
Decrypting the encrypted column value. 
String sql= “select empno, empname, sal from emp;” 
String sal = mwf.decrypt(rs.getString(“sal”));  
 
Matching the encrypted column value using SQL 
String sql= “select empno, empname, sal from emp where sal=”+ mwf.encrypt(empsal) 
String sal = mwf.decrypt(rs.getString(“sal”)); 
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Matching the encrypted column value using utility function 
String sql= “select empno, empname, sal from emp ;” 
Boolean match = mwf.match(rs.getString(“sal”),empsal); 
3. Performance evaluation 
MWF provides core multi-tenant engineering functionality, which helps for converting normal application to multi-
tenant one and it saves the development effort, time, cost, enabling security to tenant data and providing full 
platform control for application management. It saves around 60% engineering cost for enabling multi-tenant 
features and reduce time for market your service. 
  
Fig.5. MWF Performance evaluation 
4. Conclusion 
By studying and taking into consideration of various design and model for web applications along with cloud 
environment, Multi-Tenant Web Framework (MWF) is designed to addresses the needs of a platform that enables 
Multi-Tenancy with standard set of components and utilities. MWF provide options to enhance and control tenant 
data security, authentication, attribute-based authorization, tenant tracking and secured file access. Application 
developers can leverage upon MWF to reduce the development efforts involved in converting a normal web 
application in to a multi-tenant enabled one. It also helps effectively manage the application-deployed platform and 
tenant response time SLA. Based on the facts placed above, it is quite evident that MWF will gradually emerge as a 
platform, which offers standardized features and options to rapidly enable multi-tenancy in web applications. 
 
191 Sivakumar Kuppusamy et al. /  Procedia Computer Science  48 ( 2015 )  180 – 191 
References 
1. Chang JieGuo, Wei Sun, Ying Huang, Zhi Hu Wang, Bo Gao. A Framework for  Native Multi-Tenancy 
Application Development and  Management, The 9th IEEE International Conference on  E-Commerce 
Technology E-Commerce and E-Services (CEC-EEE 2007).  p. 551-558. 
2. Ning Wang, Hong Cai, Ming Jun Zhou. A Transparent Approach of Enabling SaaS Multi-tenancy in the Cloud 
services. 6th World Congress on Services, 2010. p. 40-47. 
3. Patrick Nicolas, Introduction to Multi-tenant Web-based Applications. Available 
at:http://www.pnexpert.com/files/Introduct ion_ Multi- tenant_Applications.pdf. October 2006. 
4. D. Chadwick and A. Otenko. The PERMIS X.509 Role based Privilege Management Infrastructure. Future 
Generation Computer Systems, p.277-289, 2003. 
5. J. S. Park and R. Sandhu. RBAC on the Web by Smart Certifcates. In Proc. 4th ACM Workshop on Role-
Based Access Control. p.28-29 1999. 
6. Self-certifying File System. Self-certifying File System. http://citeseerx.ist.psu.edu/. 2000. 
7. Slinger Jansen, Geert-Jan Houben, and SjaakBrinkkemper. Customization Realization in Multi-tenant Web 
Applications: Case Studies from the Library Sector. Available at: 
http://people.cs.uu.nl/sjaak/Papers/Delivery%20and%20Feedback/Slinger%20Jansen/ICWEMultiTenancy/icw
e2010JansenHoubenBrinkkemper.pdf. 2010. 
8. Zeeshan Pervez, Asad Masood Khattak, Sungyoung Lee,Young-Koo Lee. Dual Validation Framework for 
Multi-Tenant SaaS Architecture. Available at: http://uclab.khu.ac.kr/resources/publi cation/C_201.pdf. 2010. 
9. T. Dornemann, E. Juhnke, and B. Freisleben. On-demand resource provisioning for BPEL workflows using 
Amazon’s Elastic Compute Cloud in Proc. CCGRID. 2009. 
10. Y. Song, H. Wang, Y. Li, B. Feng, and Y. Sun. Multi-tiered on-demand resource scheduling for vm-based data 
center. p. 148–155. 2009. 
11. E. Kalyvianaki, T. Charalambous, and S. Hand. Self-adaptive and self-configured cpu resource provisioning 
for virtualized servers using kalman filters. 2009. 
12. C. Vecchiola, R. N. Calheiros, D. Karunamoorthy, and R. Buyya. Deadline-driven provisioning of resources 
for scientific applications in hybrid clouds with Aneka.  p.58-65, 2012. 
13. Pujolle et al. Secure Session Managementwith Cookies. IEEE Journal of Information,Communication and 
Signal Processing, ICICS, 2009. 
14. Nasir Muhammad. Tracking and Identifying Individual Users in aWeb Surfing Session. Available at: 
http://www.academia.edu/4214725/Tracking_and_Identifying_Individual_Users_in_a_Web_Surfing_Session. 
2013. 
 
 
 
 
 
 
 
 
